ules were implemented on Sun Sparcstation and Silicon Graphics Iris hardware; the Ul was imple-
mented on the Iris using the GL graphics libr&ystem 1.0 is scheduled for release within NAS by the
end of 1992. This version of HNMS is written entirely in C and is portable to any UNIX system with a
Berkeley sockets library and ISODE 7.0. The protocol definition and MIB are available from the
authors. The user interface module for System 1.0 uses tHadoWSystem and the Motif tool kit for

all displays. All modules in this release are developed on the Sparcstation and Iris platforms.

7.0 CONCLUSION

Our intent is to have shown that there are definite performance and administrative benefits inherent in a
distributed network management architecture. As we near the completion of development for this
release, we can state that this is a successful implementation of a first generation distributed NMS. This
case study should provide information useful to others who are interested in developing such systems.
The development of a successor to SNMP is in progresdatg, what information has been released

still does not describe an approach to distributed management of the type we are proposingg[7][8]. W
propose an object-based structure (for devices, not just variables), multi-administrator management,
and eficient ways of cataloging and displaying data for a hierarchy of network elementsp# that

the development of this system will spur interest in the Internet community toward specifying a power-
ful, yet simple, standard for distributed network management and practical graphical representations for
large networks.
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needs information to be retrieved from the database, it will be done in one of two ways: 1) directly from

a database client application, or 2) from an HNMS user interface module asking the server module for
the data, which in turn will retrieve it from the database module and send it to the tde ANMS

server the database module is just another client requesting or supplying information about the net-
work. In practice, the server and database modules should never be located on the same host, as that
would invalidate the databaseise as a backup if the host were to go down.

Active Data.The database is used for two purposes by the HNMS. For the task of maintaining an up-to-
date working set of information, the database maintains a set of tables containing records about HNMS
objects. Each record is identified and indexed through its HNMS ID. These data must be maintained in
a fail-safe location in case the HNMS server moves, or terminates unexpemtedheeds to quickly

recover its state. Active data can also be used for producing reports about the network, as it exists at that
moment in time.

Inactive Data.There are also certain types of data which become aged; that is, they do not represent
anything in the current state of the network. They are kept because they represent information that is
useful in doing long-term tra€ analysis, or simply for maintaining a record of events that have
occurred in the network. There are two ways that data can become inactive. One way is to have an
entire record become inactive. For example, a Processor may be removed from the network, or an
Administrator may be retired. \fcannot always remove these entries from the database because we
may want to keep them for historical reasons. Inactive data are also created when we log specific fields
from an active record. For example, an Interface object may have its ifiInOctets recorded, along with a
timestamp, every time it is reported to have changed (with a frequency up to its requested polling inter-
val). In addition, every object will have a log of events associated with it. An event will consist of a
timestamp, a status value, and a free-form text field. Events logged to an object can be generated by the
HNMS (example: 5/5/92 05:01:00 4 “router ARC1 interface 3 down”), or by a human operator (exam-
ple: 5/5/92 06:10:00 1 “There is a circuit problem on RFS62826, and I've called PSCN. --Bob.”). Each
log entry will be related to an object that is currently active.

All object data, whether active or inactive, consist of sets of timestamped MIB variables. A user of the
HNMS may call up data for an active Interface record and some subset of its past (inactive) event log
entries. Although it seems more likely that a network administrator will make such a query directly to
the SQL database, situations may arise where it will be necessary to go through a Ul module (and thus
the server) for the information.

5.0 ADDITIONAL MODULE TYPES

One of the advantages of a modular distributed system is that additional module types may be incorpo-
rated with relative ease. é&\are considering the development of a Rules-Based Intelligent Processor
(RBIP) module. Once the HNMS system has been put to use dtcgentihumber of sites, research

into the automation of network management will be conducted. The RBIP is an expert system applica-
tion which will adjust various HNMS parameters based on overall netwofik ttatl usage of the sys-

tem. The RBIP may also make short-term and long-term predictions about the network load and even
make configuration changes in certain types of devicesi®hot anticipate that the RBIP will require
significant changes to the protocol. Ratlitawill be similar to a Ul module with a network administra-

tor “built in.”

6.0 IMPLEMENT ATION OF HNMS

Our prototype system was completed in April of 199%. &ose to implement this system in C and
LISP to facilitate rapid prototyping of the protocol and internal data structures. The server and 10 mod-



are announced by the server; alternatividlg user could ask for the individual Subnets by name, and
only those Subnets will be shown. This diagram is more detailed than the Site diagram and space is not
a constraint. Howeveormanization is important. The design of the Custom diagram must facilitate
auto-generation while maintaining readability and avoiding obscurement. Our approach is a basic carte-
sian system with Subnets along th@x(s, Processors along the X-axis, and Interfaces at intersection
points. This method avoids the problem of crossed lines and provides a simple reference framework for
the observer

Any network element may be selected to creat®lgactdiagram. This diagram is a textual display of

the elemens variables which is updated when the element changes. The Object diagram is the lowest
level display in a hierarchical system of diagrams which allows the user to obtain more and more detail
about a network and/or its elements.

In addition, HNMS dfers several performance diagrams for visualizing network variables in trouble-
shooting and analysis. These real-time displays (updated at a regular interval), take the form of histo-
grams for instantaneous single-element observation, line graphs for historical single-element observa-
tion, and an adaptation of the Site diagram for multi-element observation.

Since the Ul may subscribe to any SNMP variable for any object, adding functionality to any of the dia-
grams is simply a matter of subscribing tdafiént sets of MIB variables and providing graphical rep-
resentations of them.

3.3 Color Event Notification, and Customization

Color is an important visual cue in a network management system. In order to simplify diagrams and
provide for a wider range of graphics workstations, we use only a few colors easily distinguishable
from each otherAn elemens operational state is represented by four colovagentaindicates
Unknown,greenindicates Responsivgellowindicates Non-Responsive, and Unreachable is displayed
asred These states are determined by the server and are updated when theyw¢hiaigea neutral

color used for displaying text and site boundariesaaadgeis used for routing paths.

In addition to operational state, HNMS displays the network administrative state: Normal (with no
problems), Unresolved-Problem state, and Alarm staiible ticket administration is carried out in
conjunction with the administrative state designation, and operates in a distributed fashion. The system
incorporates cross-references between the Ul modules (through the server) such that network adminis-
trators at separate sites are able to participate in the tracking of problems spanning the entire network.
The Alarm state, initiated by an operational state change to Unreachable, signals an operator of a prob-
lem. All Uls monitoring the questionable object will flash the object. An operator selects the object and
requests the server to change the state to Unresolved Problem, flagging the object. The server validates
the request and forwards the state change to the other Uls, thus informing other interested parties. When
the problem is resolved, the operator again selects the element to request a change to Normal and
removal of the flag, and the server informs the other Uls. At any time the operator or other users may
open the current trouble log on the element to check progress or add comments. The log entries, like all
other object data, consist of timestamped HNMS MIB variables and are maintained by the server and
disseminated via subscriptions.

4.0 DATABASE

The database module is currently being developed to allow use of an SQL (Structured Query Language)
database engine within the HNMS. Because of tlgelamounts of data generated by the HNMS and

by the real-time nature of network management, it is essential that the database be able to complete
transactions quicklyThe database module itself is little more than a translator to convert HNMP mes-
sages to SQL commands. Such a module can be quickly written for any database engine. When a user



SNMP session, since the frequency of subscription replies would match the frequency of polling by the
10 modules.

When setting up the HNMS architecture, care must be taken to choose intelligent locations for the 10
modules, especially on a wide-area network. Optim&NMP polling is restricted to the local network

at each site, with HNMP trii€ traveling between modules over thé&Mitself. The way to accomplish

this is to situate the 10 module on the boundary between the local network and the wide-area link.
Many sites have a special LAN segment at this junction calleiddlaion LAN We currently have an

10 module running on a workstation situated on the isolation LAN at each of five AEROnet hub sites.
Thus, no SNMP polling tré€ is required to travel over the backbone.

A guantitative analysis of the performance benefits of a distributed NMS as opposed to a monolithic
NMS is outside of the scope of this papdmrt a document detailing such an analysis is available from
the authors.

3.0 USER INTERFACE

3.1 Requirments
The most important requirements for the HNMS user interface include the following:

* Provide automatically generated, accurate displayhis is fundamental in a lge, constantly
changing network environment. it minimal instruction from the usethe Ul should be able to
automatically convert information from the server into a readable didpdayaccuracyall of the
elements in a diagram should be represented individuailyiconified as a group, which makes
assumptions about an elemendtatus and can be misleading. In addition, within the limits of the
graphics hardware, displayed elements should not overlap or obscure each other

* Provide the observer with an immediategagption of the state of a lg@ network without sacrificing
readability: The observer should be able to determine the general health of the network in a glance.

* Provide notification of important events to the u3dre Ul should der an efective means of
informing a network administrator that a problem has occurred.

* Provide detailed information about a specific network elenfnatvide access to the SNMP MIB
variables.

3.2 Diagrams

HNMS provides four types of status diagrams, each representing the state of a network element by
color. These diagrams are updated from the server as element status values change. When a new ele-
ment is discovered, it is added to the diagram. Aside from object state, other useful information such as
routing paths and response times may be displayed.

The WAN diagram depicts the state of a network and its routers over a geographical reference (e.g. a
map of the US). Routers in the same site are clustered together and special consideration is taken to
avoid obscuring one router with anoth&he routers are represented by dots and the links between
them by lines.

The Sitediagram can be created by selecting a site on #h Wagram. This diagram represents all

LANSs that are connected to the routers at a given sitked®ermined that the interface is the primary
informational element in this case, and all interfaces are displayed. The LANs are shown as concentric
rings with their interfaces represented as dots, and important hosts and routers are placed around the
periphery This polar form makes a compact, centralized, representation for the observer

The Customdiagram allows the user to construct a diagram with any set of network elements they wish
to observe. When a Network is requested, individual Subnets within that network will appear when they



A second discovery method is a more directed version of the above. If an IO module is assigned a man-
agement domain which specifies a single interface IP address and SNMP community name, the 10
module takes the initiative and immediately polls the address for a prosefsaritive variables. This
method is used for all of the wide-area routers in the NAS network, as they have separate community
names.

A third discovery method utilizes the “next hop” entries in the routing table of each processor to walk
through the network. By default, this is used only for routers, as determined by the ipForwarding vari-
able.

The last discovery method simply consists of the reception of a trap from a previously unknown entity

Regular polling for determining operational state is done using the syab&@hd ifOperStatus vari-

ables. The polling used by the 10 module is asynchronous; the module does not wait a given time, e.g.
4 seconds, for a replyRather it sends out the request PDU and simply updates a timestamp for the
object when a response is received. Once per second, the module checks the timestamps of all objects in
its memory; if a timestamp is older than the time period set for a particular state change, it updates the
operational state from Responsive to Non-Responsive, or from Non-Responsive to Unreachable, and
informs the server of the fact. A network object may also change state if the IO module is directly
informed that there is a state change; this may happen if a processor returns an ifOperStatus of down for
one of its interfaces. In this wagn interface may change from Responsive to Unreachable directly
without going through the Non-Responsive state.

Special polling schemes may be used for certain managed entities. In paglankare being made to
support the RMON MIB. While RMON agents are still limited by the current version of the SNMP pro-
tocol, their usefulness increases considerably when incorporated into a complete network management
system which allows data gathering abstractions such as subscriptions.

2.7 Management Taffic

Most trafic between IO modules and the sepesrwell as between the server and Ul modules, consists

of replies to SubscribeData messages. Since a subscription is filled only when the value of a variable
changes or when the status of an object changes, thenintierle HNMP trdic in a steady state is typ-

ically very low compared to the SNMP polling frafoetween IO modules and their managed agents. If

we compare this system to a conventional SNMP NMS, which continuously polls all managed agents
from one point, it can be seen that the sum of SNMRdrgénerated by each scheme is the same.
However the benefits of the HNMS architecture are apparent when the system is used at multiple loca-
tions. The HNMS makes it feasible to monitor a network that has multiple managerial points of control.
The NAS wide-area network, AEROnet, connects six NASA centers (including NAS) and 34 other
sites. The HNMS architecture provides the capability for the network to be monitored from any remote
location. Under a typical network management architecture, each site would run a complete NMS. Each
of these systems would contact every single network device through SNMP in order to build a represen-
tation of the network. Not only will this result in slightly felifent network representations at each sta-

tion, it will generate an inordinate amount of network managemefit tfelfie total number of polling
sessions is the number of management stations times the number of managed objects. If there are 300
devices on the network, there would be 12000 SNMP polls going on during the time interval of one
polling period. Under the HNMS scheme, there would be only 300 SNMP sessions and a few dozen
HNMP connections, each of which is very lightweight compared to a continuous SNMP polling session
since only changes are sent. These are obviously extreme examples, since not every site will have a
desire or a need to monitor the entire network; they may subscribe to a subset of the information, or
none at all. Howeveit is apparent that the distributed architecture will provide a savings in bandwidth

in an extended network. Even under situations where the network is in a state of fluctuation and the sta-
tus values of objects are changing rapigigch HNMP connection is no more of a burden than an



In any subscription request, the timestamp field in each variable binding specifies the requested “cur-
rentness” of the data (e.g. 20 seconds). For each variable on every HNMS object, the server keeps track
of the intervals requested by all Ul modules. The lowest interval value is used as the actual polling
interval by the 10 module for that variable. Note that some variables are not gathered via SNMP but are
created within the HNMS itself; for these variables, the interval field is left unused. In the replies, the
timestamp field refers to the actual time that the variable held that value, as determined by the polling
time. This is expressed in a standard time format.

In addition to the subscription method, a Ul may ask for a set of variables to be sent to it just once. This
is accomplished by means of BetData GetNextDataandGetWalkDatamessages. The GetData and
GetNextData messages are similar to the SNMP Get and GetNext messages. TdikDa&\Vkhes-

sage asks for a complete walk of a branch of the MIB starting at each variable specified in the message,
and is very déctive for saving bandwidth. In typical SNMP management systems, a walk of a MIB
branch requires the SNMP client to send a separate message for each requested variable, using the pow-
erful GetNext operator [6]. In return, the client will receive a separate message containing the value of
each variable. The GeBlkData message allows the request and the response to each be encoded in one
message. When an 10 module receives a walk request from the ggregorms the sequence of Get-

Next operations required to retrieve the entire branch. Since the IO module is typically situated on the
same subnet as the entities within its management domain, the heavy SNMP polling of each set of ele-
ments is restricted to their immediate area and does not travel over the entire network.

The last message type dealing with object data iS¢tieatamessage. This message is a request by the

Ul to set the values of variables associated with an object, and requires the use of the key in a fashion
similar to the SetParameters message. The server sets the appropriate values and forwards a SetData
containing the new values to all modules subscribed to those variables. If the server denies the request,
it sends an explanation to the Ul module. In the case of SNMP variables associated with a piteeessor
server forwards the SetData message to the appropriate 10 module, which in turn sends an SNMP Set
message to the processbhe IO module then sends the server a SendData with the new value to con-
firm that it has been changed. Once the server updates its own object data, all subscribing modules are
sent the new values.

There are three other messages which deal with entire HNMS objects, not with specific object data:
DeleteObjegtDeactivateObjectandActivateObjectWhen an object is announced by the serivés
automatically assumed to be an active object. Howeiteiations arise where we want to make the
object inactive, meaning that it no longer represents an element currently on the network. In other
instances, we may want to remove an object altogether from the’senemory The DeactivateOb-

ject and DeleteObject messages are provided for this purpose. The final message, ActivateObject, is
only provided for the sake of orthogonalilyis very rare that an object, once made inactive, will be re-
activated.

2.6 Device Discovery and Data Collection

The primary discovery method used by the 10 module is a three-stage process. Each 10 module listens
to trafiic on its local Ethernet to learn Ethernet and IP addresses of other hosts. If it finds a new IP/
Ethernet address pair which falls within one of its management domains, it enters the addresses into a
cache and attempts to contact the source device via SNiMRiefinitive SNMP variables for the pro-
cessor (e.g. sysName, ifNumber) are then requested. If the device responds, the 10 module then asks it
for detailed information about all of its interfaces by simultaneously retrieving selected variables from
the ifTable and walking the ipAddeable. The variables are used as the input to a set of rules for deter-
mining whether the processor and its interfaces are unique objects not currently known by the 10 mod-
ule. If the processor has not been previously detected, the IO module announces it to tHétherver
server already knows of the object, it sends its existing object data to the IO module; otherwise it
assigns the new object an HNMS id and incorporates it into the HNMS system.



138.178.92.10, and a database module at 129.200.33.4. This is typically done by the network adminis-
trator who connects the first Ul module after starting the seftier Ul module gets the kesends an
AddDomains message, and returns the key

Each 10 module, in turn, is assigned a set of management domains by thébasadon the proximity

of that IO module to the managed elements. In this case, the domain corresponds to a set of IP net-
works, subnets, and individual interfaces for which that IO module is directly responsible for monitor-

ing. It is up to the server to determine which modules will monitor which domains. Curtaetly
algorithm is simply to assign all of the domains to the first IO module that connects. Subsequent mod-
ules receive subsets of the original set of management domains based on their location in the network,
as determined by the IP addresses of their hosts. In most cases there is a one-to-one correspondence
between IP subnets and 10 modules.

A Ul may request the server to stop managing a set of domains Dithp®omainsmessage. This
message is also used between the server and 10 modules.

2.5 Data Exchange

Processor and Interface objects are first generated by the 10 modules when they are discovered. These
objects are given temporary HNMS ddand are sent to the server viaAmouncemessage. An
Announce message always includes the HNMS object and a set of object data. The variables used in an
announcement are known as definitive variables, since they define the object; they represent the mini-
mal set of variables required to distinguish an object from other objects of its class. Examples of defini-
tive variables for an Interface object are its IP address and its layer 2 (e.g. Ethernet) address. Other
variables are known as descriptive variables, which provide incidental information. Examples of these
are the SNMP variables ifInOctets and ifOutOctets.

Once the server receives an announcement about an object, it checks the ddfedive variables

against those of all of the objects it currently knows about. If the object appears to be unique, the server
assigns it a permanent HNMS id and allows the object to be released to other modules. It immediately
sends the object back to the announcing IO module, which replaces its temporary object with the one
created by the servdfrom that point onward, the server receives data about the object by means of a
subscriptionthrough the use of aubscribeDatanessage. A subscription consists of an HNMS id and a

list of variables which the server would like the 10 module to fill in. Each variable binding consists of a
name:value pair and a timestamp. The HNMS objects and their object data are sent back to the server in
SendDatamessages. A subscription is filled only when the value of a subscribed variable changes. Fur-
thermore, only the changed variables are reported back to the subscribing module. If the server sub-
scribes to 30 variables concerning an object and three of them change at any given time, those three will
be sent back.

10 modules send announcements about Interface, Prodeaspand Link objects. Site, Administrgtor
PostalAddress, and Equipment objects are created by network administrators at Ul modules and are
announced to the server in a similar fashion. The sepeang the final authority on object creation,

does not allow duplicate objects to be created, from either the same module or separate modules. The
rules for determining duplicates vary with each type of object, but all rely on the definitive variables in
the object announcements. Finatlye server creates certain objects on its own, based on information it
has gathered about IP addresses. The Internet, Network, and Subnet objects are created in this fashion.

Once an object has been created, it is announced to all Ul modules. Ul modules also retrieve informa-
tion by means of subscriptions. The Ul will choose some subset of the set of announced objects based
on what the user wishes to monjtand subscribe to certain variables regarding those objects. The Ul
may cancel variables in a subscription, or the entire subscription, with an UnsubscribeData message.



The next message that deals with connection managementAskiheessage. HNMP requires that its
messages be delivered relialfince the protocol is built upon UDPhas provisions for lightweight
connections between modules, including a sliding window retransmission scheme. The Ack message is
used to provide an acknowledgement of each message that is received by a destination module in an
HNMP connection, as well as to verify that a connection is still up when a module is deemed to have
been silent for too long.

A Ul module sends &oodbyemessage to the server when it wishes to disconnect. Once the Goodbye
has been acknowledged, the module may consider itself unconnected.

2.3 System Management

The HNMS has associated with it a number of operational parameters that can be set by users through a
Ul module. These parameters concern polling intervals, timeout intervals for determining state changes,
intervals and buiér sizes associated with HNMihd other aspects of module control. Some parameters

are module-specific, while others are system-wide; the latter are maintained by the server although cop-
ies are kept within each module. If a user chooses to set a parameter on another module, or parameters
concerning the entire systemSatParametersnessage is employed. Each parameter is a triple of a
parameter name, its value, and an integer defining the scope. The scope can identify a certain module or
the entire system. If a module wishes to get the current value of a set of parameters GetiBasam-
etersmessage, which is similarly defined.

Problems may result if multiple Uls request that a certain parameter be set to conflicting values. For this
reason, the notion oflkeyis employed, to ensure that only one Ul at a time may be modifying a param-
eter The key is a fictitious object which is maintained by the sewhken a Ul module wishes to send

a SetParameters, it must first obtain the key by useGaitiéeymessage. If the key is not currently in

use, the server responds witBendKeymessage. At this point, the Ul module has free reign to change

as many system parameters as it desires. When it is finished, it uses a SendKey to return the key to the
server All key requests and parameter changes are logged by the seldidional authentication mea-

sures may be employed; however the design of such measures are outside the scope of #os paper

the initial release of the HNMS, we have settled on a scheme in which only certain Ul modules have the
ability to use the key; these modules are used by select members of the network administfation staf

When the server refuses a request or sends informational messages to another modul§ehdEss a
planationmessage. This message is a combination of reference fields for internal use and a descriptive
text block. The text block is a printable message which the Ul may display on screen, at its discretion.

2.4 Management Domains

Before a server can begin its duties as a dissemination point for network data, it must be told which por-
tions of the Internet it will be responsible for managing, and where it may find 10 and database modules
to enable the system to gather and store datdadilitate this, the HNMS employs the concept of a
management domairA management domain is a quadruple comprising an IP address, an address
mask, an SNMP community name, and a class, where class is one of the following: Internet, Network,
Subnet, Interface, IO Module, Database Module. The first four class values are used for representing
some entity that will be managed; in this case, the SNMP community name is used by the IO module
which is eventually assigned the task of monitoring that section of the network via SN&IBSt two

are used to inform the server of IP addresses where it can expect to find a module of the appropriate

type.

A Ul module sends the server a sequence of management domains by meafiddid@nainsnes-

sage. For example, the server may be given a list requiring it to monitor the network 138.178.0.0, the
subnets 129.200.23.0 and 129.200.48.0, as well as the individual interfaces 135.102.10.1 and
135.102.10.2. In addition, the list may tell it to find IO modules at the addresses 129.200.23.1 and



Network Internet, Administrator

Subnet Network

Lan Administrator

Link Administrator

Processor Site, Administrator
Equipment Site, Administrator
Interface ProcessqrSubnet, Lan, Link

Objects of class Internet and PostalAddress do not have references to any other objects.

All inter-module communication is done via a new Hierarchical Network Management Protocol
(HNMP). HNMR like SNMR is built on top of UDP/IPand ostensibly falls at layer 7 in the OSI net-

work model. The protocol is specified in the Abstract Syntax Notation 1 (ASN.1) using its Basic
Encoding Rules (BER); data types exchanged between the modules conform to the same subset of
ASN.1 data types used by SNME defined in the Structure of Management of Information (SMI) [3].
The protocol requires the use of a new HNMS MIB, which defines a set of variables (in addition to the
standard SNMP variables [4]) in which object data are represented. In addition to transporting object
data, HNMP facilitates a higher layer of network management with paradigms such as management
domains and subscriptions, explained belbhese allow a given module to receive a select set of man-
agement information about an arbitrary group of objects without repeatedly asking for it. More impor-
tantly, the protocol allows the system to uniquely identify data about any given HNMS object at any
point in time, for the lifetime of the system, as each variable binding has a timestamp associated with it.
We deemed that this level of flexibility was not possible with SN&ien with solutions such as
RMON (remote monitoring) devices [5] and other proxy agents [6], because of some fundamental dif-
ferences in high-level versus low-level management. SNiIRself, provides only two levels of hier-

archy: server (device agent) and client (management station). The HNMS, in conjunction with SNMP
uses four levels: device agent, IO module, server module, and Ul or database module. Managing with-
out such a scheme may not bdidifit for a small network, but it is not practical for a network of the
scope of the combined set of NAS networks.

2.2 Establishing Connections

The server and 10 modules run as daemons on separate machines. Jnhedaégver is a special case
of an 10 module; at start-up, one IO module is given a flag telling it to be the default server

Each server is distinguished by an HNMS community name. This is not to be confused with an SNMP
community name, although the motivations behind both are similar; they are used to define an adminis-
trative classification of the managed devices and to provide a trivial form of authentication. The HNMS
community name identifies the server and the object data which it disseminates. IO and database mod-
ules also identify themselves with an HNMS community name; either module type may only connect to
a server whose community hame matches its own. The community name is the only configuration that
is given directly to any of these modules.

The Ul modules initiate their connections to the server by sending an Hi¢éNtPmessage. The server
responds with &\klcomemessage, assigning the module a module-id; this is an integer which is unique

to that module, for any instantiation of an HNMS ser¢istart-up, a Ul module presents the user with

a pre-configured list of HNMS 10 module hosts, one of which is the current location of the I§¢neer

user selects a host on which an 10 module is running, the 10 module will respondR&itheat mes-

sage informing the Ul module of the true location of the seWerare planning for the server module

to be relocatable. If the host on which the server runs should crash, a new server is selected from the 10
modules. & are also considering extensions to the protocol to allow peer to peer exchange of informa-
tion between 10 modules, such that there would be no definite .s&érdémodule would then be able

to connect to the nearest IO module instead of a particular one identified as being the server



ule, thedatabase modujas a place to log long-term tfaf studies, as well as keep current network
state data. If the server machine should crash or become unreachable, a new server is staffied on a dif
ent machine; the server will then load the network state from the database. If the database module
should become unreachable, data are queued until the database is again available. A fully functional
HNMS consists of a servaa database, at least one IO module, and at least one Ul module.

At this point, it will be useful to define a few termse Wéfer tonetwork elementas the actual entities

that comprise a network -- routers, hosts, serial links, LAN segments, and individual intétfigks.
objectsare the representations of these elements, and other abstractions, within an HNMS system. Each
object is identified by a unigue integiéss HNMS id which is assigned by the servEhere are, in total,

eleven classes of HNMS objects:

Internet the Internet

Network an IP network

Subnet an IP subnet

Lan a layer 2 medium, part of a local-area network

Link a layer 2 medium, part of a wide-area network
Interface a device with a layer 2 address, layer 3 address optional
Processor a host, routeror bridge

Site a location, usually associated with a particulgaaization
Equipment miscellaneous communications equipment
Administrator a human, typically a network operator or site contact
PostalAddress a postal mailing address or demarcation point

In addition to its class, each object has a subclass, and certain objects have a status. The subclass serves
to further identify the type of object. Possible subclasses for the Interface class include Ethernet, FDDI,
and serial link. The status identifies the operational and administrative state of the element, and is used
with all HNMS object classes except Site, Equipment, Administrataol PostalAddressaWies for the
operational state include Responsive, Non-Responsive, and Unreachable. The operational state is ulti-
mately set by the seryedepending on whether the element has been heard from within certain preset
time periods. Ylues for the administrative state include Alarm, Unresolved Problem, and Normal. The

use of administrative state is covered in more detail in the section explaining the user interface.

Object dataare the collection of information which describe a particular HNMS object; they consist of
variables represented as name:value pairs which provide information apart from the class, subclass, and
status. Representation of object data requires, in addition to the standard SNMP MIB variables [4], the
use of a new HNMS MIB. This MIB contains separate groups of variables dedicated to describing the
eleven classes of network objects. It also contains a “log entry” group whose variables are used for
reporting alarms as well as for storing free-form textual data about any object.

For example, the object data for an Interface may include its Ethernet address\fibétass is Ether-

net), its IP address, and its netmask. Object data also include variables defining the relations of an
object. A relation exists if a variable contains a reference to the HNMS id of another object. For exam-
ple, the object data for an Interface contains variables referring to the Intedacent Processgrar-

ent Subnet, and parent Lan or Link. Although we do not have space to reproduce the MIB here, we can
provide a concise relational mapping between object classes and the other object classes which they are
allowed to reference:

An object of class: has elations of class:
Internet *

PostalAddress *

Administrator PostalAddress

Site Internet, AdministratorPostalAddress



* scale to thousands of managed network elem@ntéie start of our project, NAS provided network
access to over 500 hosts. It was our goal to provide a means of monitoring all of these systems at
once, presenting us with a challenge in the areas of data collection and intuitive displays.

* minimize equired human input by using automatidrie dynamic nature of a network in a research
and development facility creates a network management editing nightmare. If editing were required
to create a management display at NAS, the display would always be inaccurate. This makes auto-
matic discovery and display of network elements desirable

* do not succumb to thegllems being monited or have a single point of faikirThe management
system should be available and responsive at the most critical times and not be subject to network
problems.

* do not cause additional networkgtmlems:The system should not overload the network with man-
agement trdic.

» provide logging of network events: order to generate reports for troubleshooting and trend analy-
sis, the system must provide a method of logging network data into a database.

1.2 Existing Management Softwas

At the outset of this project (late 1990) we conducted a survey of a dozen existing network management
software packages and examined them according to our criteria (details can be found in reference [2]).
Most of the commercial products used SNMP for data collection and X for disjgesever most did

not provide automatic discovery or display of elements, instead providing a graphical editor for the
operator to create and update diagramish tiis editoy the operator could introduce meaningless and
confusing objects into the diagram reducing the samdefulness and authority addition, none of the
products addressed the issue of scalability in data collection or display; that is, none of the products
could have displayed the entire NAS network in a readable form. For these reasons we decided to
develop HNMS.

1.3 Development Appoach

The size and complexity of the NAS local and wide-area networks are the most important issues in
management, creating problems in the areas of data collection and, displayetwork load. ¥have
approached these problems through a distributed and hierarchical st&egyno standard currently

exists for a true distributed network management architecture, our design builds on existing standards
currently used in network managemenitithe aforementioned issues in mind, this paper presents an
implementation of a distributed NMS and examines how architectural features of the system allow for
better fault-tolerance, creation of less managemeficirahd a more structured scheme for cataloging
network elements, as opposed to that provided by a conventional NMS.

2.0 ARCHITECTURE

2.1 General

The system consists of four types of modules. The modules are software entities, typically residing on
separate hosts throughout the network. 3ér@er modulés the hub of the management system. It pro-
vides a center for dissemination of topology and status informaigar.Interface (Ul) module®side

on graphical workstations and provide users with access to real-time or loggddpat@utput (10)
modulesreside on hosts located at strategic points within the local-area and wide-area networks and
handle the actual data collection. IO modules use SNMP and layer 2 monitoring for data collection. The
I0 modules pass filtered management data up to the sEheeserverin turn, sends relevant informa-

tion to the Ul modules participating in the management system. Data are sent only when their values
have changed. Thus the hierarchical approach allows us to avoid flooding a network with management
traffic and creating bottlenecks where management information is processed. The fourth type of mod-
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are identified and examined. Experience has shown that traditional monolithic network management
systems cannot address all of these issues iga metwork; in many cases, a distributed, hierarchical
system is more suited to this taskitWthese issues in mind, a scalable architecture for monitorpg lar
networks is presented: the Hierarchical Network Management System. Methods for gathering, storing,
and transporting network information within this system are described. A user interface incorporating
design principles for displaying and managingéanetworks is also presentede ¥kpect that the pre-
sentation of this architecture will be of value to other members of the Internet community who would
participate in the development of an open standard for distributed network management.

Keyword Codes: K.6.0; C.2.4; H.5.2

Keywords: Management of Computing and Information Systems, General; Distributed Systems; User
Interfaces

1.0 INTRODUCTION

The Hierarchical Network Management System (HNMS) project is a result of the continuing installa-
tion of laige, high speed local and wide-area networks for the Numerical Aerodynamic Simulation
(NAS) facility at the NASA Ames Research Cenite complexity of these new networks has forced

us to look into a single complete network management solution in lieu of separate management tools
specific to each type of network hardware.

1.1 Requirements for NAS

There are a number of issues involved in the selection of a network management system. For NAS, we
developed the following criteria:

* use open published standarwhee available (SNMP and Xikdow System)To facilitate the inte-
gration of new network hardware and reduce reliance on any one yvdatiocollection should be
carried out through a standard protocol. For availability on a wide range of platforms, the user inter-
face should be based on a standard window system. SNMP was chosen for data collection and X for
display because of their wide vendor support.

* present a cleamprecise epresentation of network elementdie state of a network element must be
defined meaningfullyand with no assumptions. Additionalthere must be no misleading or con-
fusing information introduced through editing or group representation.

1. Integrated Network Management, Ill (C-12); H.-G. Hegering antMini (Editors)
Elsevier Science Publishers B(Morth-Holland). (c) 1993 by the authors.



